

























































































Chapter 9: Managing Access and Security

iData's User/Group Access allows an administrator to restrict certain users or groups
from accessing some of iData's features and functionality.

Navigating User/Group Access Menu

Open the User/Group Access dialog by clicking Tools > User/Group Access. The first
page of settings you will see is the Groups tab. This is where groups and their respective
permissions are defined. Click the Users tab at the top of the window to switch to the
user definitions area. This is where the specific users' permissions are defined. Each row
starts horizontally from the left with the Group Name, and then is followed by a list of
columns representing each of the iData features.

Creating a New User or Group

To add a new group, switch to the Groups tab and click the Add button near the top-left
corner of the dialog. A modal dialog will display, prompting you for a Group Name. When
you type a name for your group and click OK, the specified group will be added to the
list.
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To add a new user, switch to the Users tab. Click the same Add button, type the name of
the user, and then choose the group to which the new user will belong. iData user
names are restricted to those existing as user profiles on the System i.

User/Group Access

Users
Add
User Group Administrator
DATALSH Administrators
Add User *

Username: TESTUSER

Group : Limited Users B4

Add J [ Cancel

Deleting a User or Group

To delete a user or group, switch to the appropriate tab, select the user or group from
the list, and click the Delete button near the top-left corner. A confirmation dialog will

display; click OK to confirm the deletion.
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Setting User and Group Authorities

When a new group is added, all permissions are set to Disallow by default. Simply click
the cell beneath the column headings that describe the feature you'd like to allow, and
the icon will change to the Allow icon.

Notice that the top-left corners of the cells are red. This means that the changes have
not yet been applied. To correct this, click the Apply button at the bottom-right of the
screen and you can continue to work with authorities. If you're finished making changes,
you can instead click the OK button to save your changes and return to your previous
view.

Otherwise, you can switch to the Users tab to make exceptions to the group policy. For
example, if you wanted to allow "TESTUSER" to access the grid while every other user
within the "Limited Users" is disallowed, your User settings should look like the following:

User/Group Access [ IS

Groups Users

Add Delete
User Group Administrator Grid
IDATALSR Administrators P P
TESTUSER Limited Users o~ 4 &
TESTUSR2 Limited Users P P
4 I F
Legend
2 = allow £ = Disallow £8 = Use Group Settings
[ QK ] [ Cancel ] I Apply I

You would then switch to the Groups tab and disallow the grid for the Limited Users
group.

Note: If you wish to grant a user or group permission to add new records, both the Add
and Update features must be allowed.

33



Chapter 10: Additional Tools and Capabilities

Displaying and Hiding Panels

iData is able to hide and show its panels located on the left, right, and bottom of your

screen. This allows you to maximize the viewing area for your data. All panels have a

small, square, outward-pointing arrow button located on their top-right corner. When

clicked, the respective panel will collapse or "minimize" to the outside of screen. If you

click the collapsed panel, it will slide out from the edge of your screen, allowing you still
to access its contents. When you move the mouse from the panel, it will auto-hide once
again. Click the arrow button again to restore the panel.
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Running SQL

iData has built-in support for executing custom Structured Query Language (SQL)
statements. To show the Run SQL dialog, click the Run SQL option from the Tools
menu:

Charts * | Tools * | Window * Help *

™ Run SOL...

8 g User/Group Access...

Running a custom SQL statement in iData will bring up a new view in the grid showing
the records selected by your statement. For example, a simple SQL query to display all
cities in the World named "Los Angeles" from the file CITIESP might look like this:

CITIESP in GEODATA®

Country Code »  City Name i " City Mame with Accents
1 AR LOS ANGELES LOS ANGELES
9 AD L AR O Lo AMCC ES
Run SQL *

L
i
]

Enter SQL Statement:

IES
SELECT * #

5 FROM GEQODATA/CITIESP IES
VHERE CTYNAME="LOS ANGELES Es

7 IES
8 IES
g [ES
10 . IES
11 Run J [ Cancel lEc
12 — e — e B
4“3 iy I AS ARSI £ I AS AKSC EC

As you will see, running a query like this one will have the same results as applying an
Equal To filter to the City Name column of the grid where the "filter by" value is "LOS
ANGELES".
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Exporting to Excel

You can choose to export your data selections to Microsoft Office Excel, or any other
application capable of reading a Comma Separated Values (.CSV) file. To do this, first
open a file in the Grid view. After optionally applying sorts, filters, and hiding unneeded
columns from view, click on File > Export to Excel from the toolbar. Your browser will
then handle the exported CSV as if it were being downloaded.

Refreshing

To get a real-time update of any external changes that are made to your records, you
can refresh the view. This is done by choosing Records > Refresh from the toolbar.

Logging Out

Logging out of iData can be done either by choosing Log Out from the File menu, or
simply clicking the Logout button near the top-right of the application. After you do this,
you will be logged out of iData. However, if your computer is shared, your data could still
potentially be viewed or altered by others until you close the browser window. If you're
using a browser other than Internet Explorer, you will need to close it manually at this
point. Internet Explorer will display the following prompt:

You have logged out of iData.

Windows Internet Explorer EX

I. = -, The webpage you are viewing is trying to close the window,

Do you want to close this window?
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Chapter 11: Uninstalling iData

To uninstall, there are four steps to be taken:

1. Remove the Apache instance

An Apache instance for iData is created during the installation process. To remove
this, it is recommended to use the IBM i5/0S Web Administration Tool.

2. Delete the install library

All programs associated with iData are created in a library chosen at the time of
installation. The default library is 'IDATA'".

3. Delete the license key

The license key is stored in data area 'QGPL/IDATAKEY".

4. Delete the user information

This information is stored in user space object 'QGPL/IDATAUSERS'.

After these tasks are completed, iData will be fully removed from your system.
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